CM 
CO 

O) 
00 
00 



09) 



J 



(12) 



Europ&sches Patentamt 
European Patent Office 
Office europ*en des brevets (11) E P 0 889 620 A2 

EUROPEAN PATENT APPLICATION 



(43) 


Date of publication: 


(51) Int. CI. 6 : H04L 29/06 




07.01.1999 Bulletin 1999/01 


(21) 


Application number: 98112003.3 






Hata Hi filinn* 90 fW5 10QD 

Uaie or Tiling. ^s.ud.ispto 




(84) 


Designated Contracting States: 


(72) Inventors: 




AT BE CH CY DE DK ES Fl FRGB GR IE IT LI LU 


* Tsuneyoshl, TalJI 




MCNLPTSE 


7-12 Torartomon 1-chome, Mlnato-ku, Tokyo (JP) 




Designated Extension States: 


* Takeuchl, Toshlnao 




ALLTLVMKRO SI 


7-12 Toranomon 1-chome Mlnato-ku Tokyo (JP) 


(30) 


Priority: 03.07.1997 JP 193243/97 


(74) Representative: 


(71) 




Klrschner, Klaus Dieter, Dlpl.-Phys. 


Applicant: 


Patentanwalte Klrschner & Kurig, 




Old Electric Industry Co., Ltd. 


Sollner Strasse 38 




Tokyo (JP) 


81479 MOnchen (DE) 



(54) Secure data communication method and system 



(57) In data communication, data not requiring 
secrecy are transmitted and received via an open com- 
munication network whose security is low, while data 
requiring secrecy are transmitted and received via a 

FIG. I 



closed communication network whose security is higher 
than that of the open communication network. 
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Description 

The present invention relates to a data communica- 
tion method of transmitting and receiving data requiring 
6ecrecy and data requiring no secrecy, and further s 
relates to a data communication system carrying out 
such a data communication method. 

Recently, there have been spreading business 
transactions carried out on an open communication net- 
work, such as internet, which allows anyone to access 10 
it. For the business transactions, those data are mainly 
required, such as data on goods and/or services (here- 
inalter referred to as "article data" for brevity) to be 
transmitted by sales companies offering goods and/or 
services (hereinafter referred to as "articles" for brevity), 15 
and data on purchasers to be transmitted by purchasers 
buying those articles. Among those data, the former 
data represent names, characteristics, functions, prices 
and so forth of the articles and thus do not require 
secrecy, or rather, would be preferably delivered to as 20 
many people as possible. Therefore, the former data 
are broadcast to many people from sales companies on 
the open communication network. On the other hand, 
the latter data represent identities of purchasers, credit 
card numbers and so forth and thus require secrecy. 25 
Thus, the latter data are confidentially transmitted to the 
sales companies from the purchasers concerned on the 
open communication network. As a typical technique for 
realizing the confidential communication, encryption of 
data has been carried out. 30 

On the open communication network, however, 
even the enciphered data may be subjected to a possi- 
bility of surreptitious use by third parties who attempt 
decryption thereof. Therefore, in the business transac- 
tions on the open communication network, it has been 35 
difficult to fully avoid leakage to the third parties of the 
data about purchasers which require secrecy. 

Therefore, it is an object of the present invention to 
provide an improved a data communication method and 
system, and in particular to provide an improved data 40 
communication child device connectable to a data com- 
munication parent device. 

According to one aspect of the present invention, 
there is provided a data communication method com- 
prising a first step of transmitting and receiving first data 45 
via a first communication network; and a second step of 
transmitting and receiving second data whose secrecy 
is higher than that of the first data, via a second commu- 
nication network whose security is higher than that of 
the first communication network, the second data relat- bo 
ing to the first data. 

It may be arranged that the first step includes a step 
of transmitting and receiving third data via the first com- 
munication network, the third data being necessary for 
carrying out the second step. 65 

It may be arranged that the first step includes a step 
of notifying from a first data communication device to a 
second data communication device via the first commu- 



nication network that the first data communication 
device transmits the second data to the second data 
communication device via the second communication 
network, and that the second step includes a step of 
connecting the first data communication device to the 
second communication network; a step of connecting 
the second data communication device to the second 
communication network; and a step of transmitting the 
second data from the first data communication device to 
the second data communication device via the second 
communication network. 

It may be arranged that the first step includes a step 
of requesting from a first data communication device to 
a second data communication device via the first com- 
munication network that the second data communica- 
tion device transmits the second data to the first data 
communication device via the second communication 
network, and that the second step includes a step of 
connecting the first data communication device to the 
second communication network; a step of connecting 
the second data communication device to the second 
communication network; and a step of transmitting the 
second data from the second data communication 
device to the first data communication device via the 
second communication network. 

According to another aspect of the present inven- 
tion, there is provided a data communication system 
comprising a first data communication device and a 
second data communication device which are connect- 
able with each other via either one of a first communica- 
tion network and a second communication network 
whose security is higher than that of the first communi- 
cation network, the first data communication device 
transmitting first data and the second data communica- 
tion device transmitting second data relating to the first 
data and requiring secrecy, wherein the second data 
communication device comprises a first connection cir- 
cuit for connection to the first communication network; a 
reception circuit for receiving the first data from the first 
data communication device via the first communication 
network; a second connection circuit for connection to 
the second communication network; and a transmission 
circuit for transmitting the second data to the first data 
communication device via the second communication 
network. 

It may be arranged that the first data include third 
data which are necessary for the second connection cir- 
cuit to establish the connection to the second communi- 
cation network, and the second connection circuit 
establishes the connection to the second communica- 
tion network according to the third data. 

It may be arranged that the data communication 
system further comprises a connection switching device 
for switching the connection of the second data commu- 
nication device between the first communication net- 
work and the second communication network, wherein 
the second data communication device further com- 
prises a control circuit for producing a switching com- 
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mand to cause the connection switching device to carry 
out the switching, and the connection switching device 
carries out the switching according to the switching 
command. 

According to another aspect of the present inven- 
tion, there is provided a data communication child 
device which is connectable to a data communication 
parent device via either one of a first communication 
network and a second communication network whose 
security is higher than that of the first communication 
network, the data communication parent device trans- 
mitting first data and receiving second data whose 
secrecy is higher than that of the first data, the data 
communication child device comprising a first connec- 
tion circuit for connection to the first communication net- 
work; a reception circuit for receiving the first data from 
the data communication parent device via the first com- 
munication network; a second connection circuit for 
connection to the second communication network; and 
a transmission circuit for transmitting the second data to 
the data communication parent device via the second 
communication network. 

It may be arranged that the second connection cir- 
cuit carries out the connection to the second communi- 
cation network after the first connection circuit carries 
out disconnection from the first communication network. 

It may be arranged that the first data include third 
data which are necessary for the second connection cir- 
cuit to establish the connection to the second communi- 
cation network, and the second connection circuit 
establishes the connection to the second communica- 
tion network according to the third data. 

The present invention will be understood more fully 
from the detailed description given hereinbelow, taken 
in conjunction with the accompanying drawings in 
which: 

Fig. 1 is an explanatory diagram showing a struc- 
ture of a data communication system according to a 
first preferred embodiment of the present invention; 
Fig. 2 is a block diagram showing a structure of a 
data communication child device incorporated in 
the data communication system shown in Fig. 1 ; 
Fig. 3 is a diagram showing article data and con- 
nection switching data to be shown on a data dis- 
play unit of the data communication child device 
shown in Fig. 2; 

Fig. 4 is a diagram showing purchaser data and 
connection switching data to be shown on the data 
display unit; 

Fig. 5 is a time chart showing an operation of the 
data communication system 6hown in Fig. 1 ; 
Fig. 6 is an explanatory diagram showing a struc- 
ture of a data communication system according to a 
second preferred embodiment of the present inven- 
tion; 

Fig. 7 is a block diagram showing a structure of a 
data communication child device incorporated in 



the data communication system shown in Fig. 6; 
Fig. 8 is a time chart showing an operation of the 
data communication system shown in Fig. 6; 
Fig. 9 is an explanatory diagram showing a struc- 
5 ture of a data communication system according to a 
third preferred embodiment of the present inven- 
tion; 

Fig. 1 0 is a time chart showing an operation of a ter- 
minal for data transmission in the data communica- 
w tion system shown in Fig. 9; and 

Fig. 11 is a time chart showing an operation of a ter- 
minal for data reception in the data communication 
system shown in Fig. 9. 

is Fig. 1 shows a structure of a data communication 
system according to the first preferred embodiment of 
the present invention. In Fig. 1 , the data communication 
system comprises a data communication parent device 
1 working as a so-called server (hereinafter referred to 

20 as "server" for brevity), and a plurality of data communi - 
cation child devices 2-1 to 2-n (n represents a given 
integer equal to or greater than 2) working as so-called 
clients [hereinafter referred to as "clients" for brevity). 
The server 1 is installed in a sales company 5 which 

25 offers articles (goods and/or services), while the clients 
2-1 to 2-n are installed at homes of purchasers 6-1 to 6- 
n who buy the articles from the server 1 if they wish to. 

Specifically, the server 1 transmits article data, 
such as name, function, quality, price and so forth of an 

so article to be offered, to the clients 2-1 to 2-n. The pur- 
pose of transmitting the article data is for advertisement 
of the article. Therefore, the article data do not require 
secrecy. 

The clients 2-1 to 2-n each transmit purchaser data. 

ss such as indication of whether to buy the article, and 
name, address, telephone number, credit card number 
and so forth of the purchaser, to the server 1 . The pur- 
chaser data include private data of the purchaser, and 
thus require secrecy. 

40 The server 1 and the clients 2-1 to 2-n carry out 
communications of the article data via an open commu- 
nication network 3 whose security is low and the pur- 
chaser data via a closed communication network 4 
whose security is higher than that of the open communi - 

46 cation network 3. The open communication network 3 
does not guarantee secrecy of data communicated 
therethrough. As a typical example of the open commu- 
nication network 3, Internet can be cited. On the other 
hand, the closed communication network 4 ensures 

so secrecy of data communicated therethrough. As typical 
examples of the closed communication network 4, a tel- 
ephone line network, a facsimile line network, and a 
personal computer communication network can be 
cited. 

66 The server 1 comprises a data transmitter 1 A and a 
data receiver 1 B. The data transmitter 1 A transmits the 
article data to the clients 2- 1 to 2-n via the open commu- 
nication network 3. Specifically, the data transmitter 1A 
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transmits the article data in the form of homepage pre- 
pared using the HTML (Hyper Text Make-up Language), 
electronic mail or the like. 

The data transmitter 1A adds, to the article data, 
connection switching data which are necessary for the s 
clients 2-1 to 2-n to carry out switching from connection 
to the open communication network 3 to connection to 
the closed communication network 4, such as a name of 
the closed communication network 4, a telephone 
number for dial-up connection, a destination address of 10 
the server 1 and an inquiry about whether to buy the 
article. By establishing connection to the dosed com- 
munication network 4 using the foregoing connection 
switching data, the clients 2-1 to 2-n can transmit the 
purchaser data to the server 1 via the closed communi- is 
cation network 4, respectively 

The data receiver IB directly receives the pur- 
chaser data from the clients 2-1 to 2-n via the closed 
communication network 4. Specifically, the server 1 and 
one of the clients 2-1 to 2-n are selectively connected to 20 
each other in turn so as to establish one-to-one connec- 
tion therebetween. The clients establishing the one-to- 
one connection to the server 1 transmit the correspond- 
ing purchaser data to the server 1 in turn. 

Since all the clients 2-1 to 2-n have the same struc- 25 
ture. explanation will be given hereinbelow with respect 
to the client 2-1. As shown in Fig. 2, the client 2-1 com- 
prises a control circuit 10, a first communication handler 
1 1 . a second communication handler 12, a storage cir- 
cuit 13, a data input unit 1 4 and a data display unit 1 5. 30 

The control circuit 10 controls the client 2-1 on the 
whole. Specifically, the control circuit 10 manages the 
start and step of operations of the first and second com- 
munication handers 11 and 12, data communicated 
through the first and second communication handers 1 1 35 
and 12, data stored into the storage circuit 13, data 
inputted through the data input unit 1 4, data outputted to 
the data display unit 1 5, and so forth. 

The first communication handler 1 1 performs con- 
nection to and disconnection from the open communi- 40 
cation network 3, and receives the article data from the 
server 1 via the open communication network 3. As soft- 
ware for realizing the first communication handler 1 1 , 
Internet Explorer (Microsoft Corporation), Netscape 
Communicator (Netscape Corporation), Eudora (Qual- 45 
comm Corporation) or the like, which follows a commu- 
nication protocol of the open communication network 3, 
can be cited. The second communication handler 12 
performs connection to and disconnection from the 
closed communication network 4, and transmits the pur- so 
chaser data to the server 1 via the closed communica- 
tion network 4. As software for realizing the second 
communication hander 12, Hyperterminal (Hilgraeve 
Corporation) or the like, which follows a communication 
protocol of the closed communication network 4, can be 65 
cited. The first and second communication handlers 1 1 
and 12 have a modem (not shown) as hardware thereof 
which carries out modulation and demodulation for 



communication through the open communication net- 
work 3 or the closed communication network 4. With 
this arrangement, the article data and the purchaser 
data can be communicated through the communication 
networks 3 and 4 according to the communication pro- 
tocols of the communication networks 3 and 4, respec- 
tively. 

The storage circuit 1 3 stores programs and various 
data for operating the control circuit 1 0 and the first and 
second communication handlers 1 1 and 12. The stor- 
age circuit 13 comprises, for example, a ROM (Read 
Only Memory) and a RAM (Random Access Memory). 

The data input unit 14 is used for inputting the pur- 
chaser data, data necessary for carrying out the com- 
munication via the communication networks 3 and 4 
and controlling the client 2-1. and so forth. The data 
input unit 14 comprises, for example, a keyboard, a 
mouse and a voice input device. 

The data display unit 15 comprises, for example, a 
CRT display and may include a printer. The data display 
unit 15 is used for displaying the article data received 
from the server 1 and the purchaser data inputted via 
the data input unit 14. Specifically, as shown in Fig. 3, 
the data display unit 15 displays as article data a name, 
an explanation, a price and an order number of an arti- 
cle and a name of a sales company, and further displays 
as connection switching data an inquiry about whether 
to buy the article. On the other hand, as shown in Fg. 4, 
the data display unit 15 displays as purchaser data an 
order number, a name and a price of an article to buy, 
the number of articles to buy, the total amount, a name 
of a sales company, a credit card number, a credit card 
available term and so forth, and further displays as con- 
nection switching data a telephone number for dial-up 
connection to the closed communication network 4, and 
a destination address of the server 1 . 

Now, an operation of the data communication sys- 
tem according to this embodiment will be described with 
reference to a time chart of Fig. 5. In the following 
description, it is assumed that the purchaser 6-1 having 
the client 2-1 buys an article 7 (a book in this embodi- 
ment). 

Step S10: The server 1 in the sales company 5 
establishes connection to the open communication 
network 3 using the data transmitter 1 A. 
Step S20: Subsequent to the establishment of con- 
nection to the open communication network 3. the 
data transmitter 1A opens the article data and the 
connection switching data to the open communica- 
tion network 3. After this, all the clients 2 1 to 2-n 
can access to the opened article data and connec- 
tion switching data if only connected to the open 
communication network 3. 
Step S30: In response to a command inputted by 
the purchaser 6-1 via the data input unit 14, the cli- 
ent 2-1 establishes connection to the open commu- 
nication network 3. Specifically, in response to the 
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inputted command, the control circuit 10 controls 
the first communication handler 11 to establish con- 
nection to the open communication network 3. 
Step S40: The first communication handler 11 
receives the article data of the article 7 and the con- s 
nection switching data via the open communication 
network 3. 

Step S50: After receipt of the article data and the 
connection switching data, the control circuit 10 
stores the article data in the storage circuit 14 and 10 
further controls the data display unit 15 to display 
the article data and the inquiry about whether to 
buy the article, i.e. one of the connection switching 
data, as shown in Fig. 3. 

Step S60: The purchaser 6-1 determines whether is 
to buy the article 7 based on the displayed article 
data. If having determined to buy the article 7, the 
purchaser 6-1, using the data input unit 14, selects 
YES as one of the connection switching data, and 
then inputs purchaser data, such as name and 20 
address of the purchaser 6-1, the number of arti- 
cles to buy, the total amount a name of a credit 
company, a credit card number and a credit card 
available term. 

Step S70: In response to the input of the purchaser 25 
data, the control circuit 1 0 controls the data display 
unit 15 to display the purchaser data and a part of 
the connection switching data, i.e. a telephone 
number for connection to the dosed communication 
network 4 and a destination address of the server 30 
1. 

Step S80: After the display on the data display unit 
15, the control circuit 10 controls the first communi- 
cation handier 1 1 to carry out disconnection from 
the open communication network 3, and further 35 
controls the second communication handler 12 to 
establish connection to the closed communication 
network 4 and further to the server 1 via the closed 
communication network 4 based on the connection 
switching data, i.e. the for-connection telephone 40 
number and the destination address. 
Step S90: After the establishment ol connection to 
the server 1 via the closed communication network 
4, the control circuit 10 controls the second commu- 
nication handler 12 to transmit the purchaser data as 
to the server 1. 

As described above, according to the data commu- 
nication system of the first preferred embodiment, the 
server 1 transmits to the clients 2-1 to 2-n the article so 
data of the article 7 and the connection switching data 
necessary for switching from connection to the open 
communication network 3 to connection to the closed 
communication network 4 via the open communication 
network 3 which does not ensure secrecy of data. In 66 
response to receipt of the article data, the purchaser 6- 
1 wishing to buy the article uses the client 2-1 to input 
the purchaser data, such as the number of articles to 



buy, the name and address of the purchaser 6-1 and the 
credit card number. After the completion of inputting the 
purchaser data, the client 2-1 carries out disconnection 
from the open communication network 3 and then 
establishes connection to the dosed communication 
network 4 according to the connection switching data. 
Via the dosed communication network 4, the client 2-1 
transmits the purchaser data to the server 1. In this 
fashion, although the article data of the article 7 are 
widely open to the purchasers 6-1 to 6-n via the open 
communication network 3, the purchaser data of the 
purchaser 6-1 wishing to buy the article 7, which relate 
to the article data and require secrecy, are transmitted 
and received without leakage to the third parties. 

Now a data communication system according to the 
second preferred embodiment of the present invention 
will be described. The data communication system ol 
the second preferred embodiment only differs from that 
of the first preferred embodiment in structures and oper- 
ations of a newly added connection switching device 20 
(see Fig. 6) and a connection switching control circuit 30 
(see Fig. 7) replacing the first and second communica- 
tion handlers 1 1 and 12. The same reference signs rep- 
resent the same or like components in Figs. 1 and 2 
(first preferred embodiment) and Figs. 6 and 7 (second 
preferred embodiment). 

As shown in Fig. 6, the data communication system 
includes data communication child devices (hereinafter 
referred to as "dients" for brevity) 2-1 to 2-n. Since all 
the clients 2-1 to 2-n have the same structure, Fig. 7 
shows a structure of only the client 2-1 . As shown in Fig. 
7, the client 2-1 has the connection switching control cir- 
cuit 30. The connection switching control drcuit 30 
transmits to the connection switching device 20 a com- 
mand which is necessary for connection to the open 
communication network 3 or the closed communication 
network 4. The command may be produced automati- 
cally by a control circuit 10 or manually by the purchaser 
6-1. 

As shown in Fig. 6, the data communication system 
includes the connection switching device 20. The con- 
nection switching device 20 is provided between the cli- 
ents 2-1 to 2-n and the communication networks 3 and 
4. The connection switching device 20 switches connec- 
tions of the clients 2-1 to 2-n between the open commu- 
nication network 3 and the closed communication 
network 4, respectively. For carrying out such switching, 
the connection switching device 20 comprises a com- 
mand/response communication circuit 20A, a command 
analyzing circuit 20 B and a connection switching circuit 
20C. 

The command/response communication circuit 20A 
receives connection switching commands from the con- 
nection switching control circuits 30 ol the dients 2-1 to 
2-n, respectively, and transmits responses notifying the 
completion of connection switching to the connection 
switching control circuits 30, respectively. The com- 
mand analyzing circuit 20B analyzes the commands 
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received at the command/response communication cir- 
cuit 20A. Then, based on the results of the analysis, the 
connection switching circuit 20C connects the clients 2- 
1 to 2-n to the open communication network 3 or the 
closed communication network 4, respectively. 5 

Now, an operation of the data communication sys- 
tem according to this embodiment will be described with 
reference to a time chart of Fig. 8. In the following 
description, it is assumed that the server 1 and the cli- 
ent 2-1 are connected in advance via the open commu- 10 
nication network 3. 

Step S100: The server 1 opens the article data of 
the article 7 and the connection switching data to 
the open communication network 3. 15 
Step S1 10: The client 2-1 receives the article data 
and the connection switching data via the open 
communication network 3. 
Step S120: If having determined to buy the article 
7, the purchaser 6-1 inputs the purchaser data 20 
using the data input unit 1 4. 
Step S130: In response to the input of the pur- 
chaser data, the control circuit 10 feeds to the con- 
nection switching control circuit 30, based on the 
connection switching data, a command necessary 25 
for switching from connection to the open communi- 
cation network 3 to connection to the closed com- 
munication network 4. Then, the connection 
switching control circuit 30 transmits this command 
to the connection switching device 20. 30 
Step S140: When the command/response commu- 
nication circuit 20 A in the connection switching 
device 20 receives the command from the connec- 
tion switching control circuit 30, the command ana- 
lyzing circuit 20B analyzes the command. 35 
Step S 150: When it is confirmed that the command 
instructs switching from connection to the open 
communication network 3 to connection to the 
closed communication network 4, the connection 
switching circuit 20C carries out disconnection 40 
between the client 2-1 and the open communication 
network 3 and further carries out connection 
between the client 2-1 and the closed communica- 
tion network 4. 

Step S160: Upon establishment of connection to 45 
the closed communication network 4, the com- 
mand/response communication circuit 20A notifies 
to the connection switching control circuit 30 a 
response representing the establishment of con- 
nection to the closed communication network 4. so 
Step S170: Upon receipt of the response, the con- 
nection switching control circuit 30 feeds the 
response to the control circuit 10. Subsequent to 
acknowledgment of the required connection based 
on the received response, the control circuit 1 0 con- 55 
trols the connection switching control circuit 30 to 
transmit the purchaser data to the server 1 via the 
closed communication network 4 according to the 



connection switching data. 

As described above, according to the data commu- 
nication system of the second preferred embodiment, 
like in the data communication system of the first pre- 
ferred embodiment the article data not requiring 
secrecy can be communicated via the open communi- 
cation network 3, while the purchaser data relating to 
the article data and requiring secrecy can be communi- 
cated via the closed communication network 4 keeping 
secrecy thereof. Further, upon switching from connec- 
tion to the open communication network 3 to connection 
to the closed communication network 4, the data com- 
munication system of the second preferred embodiment 
does not require either cancellation of an existent call 
for connection to the open communication network 3 or 
generation of a new call for connection to the closed 
communication network 4, which, however, are required 
in the data communication system of the first preferred 
embodiment Therefore, assuming that communication 
costs, such as telephone charges, are proportional to 
the number of calls, the telephone charges to be paid by 
the purchaser 6-1 can be reduced. 

Now. a data communication system according to 
the third preferred embodiment of the present invention 
will be described. As shown in Fig. 9, the data commu- 
nication system of this embodiment comprises a plural- 
ity of terminals 40-1 to 40-m (m represents a given 
integer equal to or greater than 2) which are conn acta- 
ble with each other via the open communication net- 
work 3 or the closed communication network 4. Data 
transmitted and received between the terminals are 
classified into data not requiring secrecy and data 
requiring secrecy. The former data are communicated 
via the open communication network 3, while the latter 
data are communicated via the closed communication 
network 4. In this system, for ensuring free communica- 
tion ol data between the terminals, the terminals are 
normally connected to the open communication net- 
work 3 except when transmitting and receiving data 
requiring secrecy. 

Now, an operation of the terminal 40-1 for transmit- 
ting data requiring secrecy to the terminal 40-2 will be 
described with reference to a time chart shown in Fig. 
10. 

Step S200: The terminal 40-1 requests the terminal 
40-2 via the open communication network 3 to 
switch from connection to the open communication 
network 3 to connection to the closed communica- 
tion network 4. 

Step S210: After sending the request to the termi- 
nal 40-2. the terminal 40-1 performs disconnection 
from the open communication network 3 and, 
instead, establishes connection to the closed com- 
munication network 4. 

Step S220: Like the terminal 40-1 , the terminal 40- 
2 performs disconnection from the open communi- 
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cation network 3 and, instead, establishes connec- 
tion to the closed communication network 4. 
Step S230: After the establishment of connection 
between the terminals 40-1 and 40-2 via the closed 
communication network 4, the terminal 40-1 trans- 
mits data requiring secrecy to the terminal 40-2 via 
the closed communication network 4. In this fash- 
ion, the data requiring secrecy are delivered from 
the terminal 40-1 to the terminal 40-2 while secrecy 
thereof is kept. 

Now, an operation of the terminal 40-1 for receiving 
data requiring secrecy from the terminal 40-2 will be 
described with reference to a time chart shown in Fig. 
11. 

Step S300: The terminal 40-1 requests the terminal 
40-2 via the open communication network 3 to 
switch from connection to the open communication 
network 3 to connection to the closed communica- 
tion network 4, and to transmit data requiring 
secrecy to the terminal 40-1 via the closed commu- 
nication network 4. 

Step S310: After sending the request to the termi- 
nal 40-2, the terminal 40-1 carries out disconnec- 
tion from the open communication network 3 and, 
instead, establishes connection to the closed com- 
munication network 4. 

Step S320: Like the terminal 40-1 , the terminal 40- 
2 carries out disconnection from the open commu- 
nication network 3 and, instead, establishes con- 
nection to the closed communication network 4. 
Step S330: After the establishment of connection 
between the terminals 40-1 and 40-2 via the closed 
communication network 4, the terminal 40-2 trans- 
mits data requiring secrecy to the terminal 40-1 via 
the closed communication network 4. In this fash- 
ion, the data requiring secrecy are delivered from 
the terminal 40-2 to the terminal 40-1 while secrecy 
thereof is kept. 

As described above, according to the data commu- 
nication system of the third preferred embodiment, irre- 
spective of whether the data requiring secrecy are 
transmitted from the calling terminal or the called termi- 
nal, the connection to the open communication network 
3 is switched to the connection to the closed communi- 
cation network 4 prior to transmission and reception of 
the data requiring secrecy. With this arrangement, like in 
the first and second preferred embodiments, transmis- 
sion and reception of the data requiring secrecy can be 
carried out while ensuring secrecy of the data. 

Further, assuming that a charge for using the open 
communication network 3 is cheap while a charge for 
using the closed communication network 4 is expen- 
sive, it may be arranged that the terminals of business 
friends are normally connected to the open communica- 
tion network 3, such as Internet, so as to exchange data 



not requiring secrecy via the open communication net- 
work 3 and, only when data requiring secrecy need to 
be exchanged, the connection to the open communica- 
tion network 3 is cut while the connection to the closed 

5 communication network 4 is established so as to 
exchange the data requiring secrecy via the closed 
communication network 4. In this fashion, by exchang- 
ing only those data requiring secrecy via the closed 
communication network 4, the communication cost can 

10 be reduced as compared with a case wherein both the 
data requiring secrecy and the data not requiring 
secrecy are exchanged via the closed communication 
network 4. 

is Claims 

1 . A data communication method comprising : 

a first step of transmitting and receiving first 
20 data via a first communication network; and 

a second step of transmitting and receiving 
second data whose secrecy is higher than that 
of said first data, via a second communication 
network whose security is higher than that of 
25 said first communication network, said second 

data relating to said first data. 

2. The data communication method according to 
claim 1, wherein said first step includes a step ol 

30 transmitting and receiving third data via said first 
communication network, said third data being nec- 
essary for carrying out said second step. 

3. The data communication method according to 
35 claim 1 , wherein 



said first step includes 

a step of notifying from a first data communica- 
tion device to a second data communication 
device via said first communication network 
that said first data communication device trans- 
mits said second data to said second data 
communication device via said second commu- 
nication network, and 
wherein said second step includes: 
a step of connecting said first data communica- 
tion device to said second communication net- 
work; 

a step of connecting said second data commu- 
nication device to said second communication 
network; and 

a step of transmitting said second data from 
said first data communication device to said 
second data communication device via said 
second communication network. 

4. The data communication method according to 
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claim 1 , 

wherein said first step includes a step of 
requesting from a first data communication 
device to a second data communication device s 
via said first communication network that said 
second data communication device transmits 
said second data to said first data communica- 
tion device via said second communication net- 
work, and w 
wherein said second step includes: 
a step of connecting said first data communica- 
tion device to said second communication net- 
work; 

a step of connecting said second data commu- is 
nication device to said second communication 
network; and 

a step of transmitting said second data from 
said second data communication device to said 
first data communication device via said sec- 20 
ond communication network. 

5. A data communication system comprising: 

a first data communication device and a sec- 25 
ond data communication device which are con- 
nectable with each other via either one of a first 
communication network and a second commu- 
nication network whose security is higher than 
that of said first communication network, said 30 
first data communication device transmitting 
first data and said second data communication 
device transmitting second data relating to said 
first data and requiring secrecy, 
wherein said second data communication 35 
device comprises: 

a lorst connection circuit for connection to said 
first communication network; 
a reception circuit for receiving said first data 
from said first data communication device via 40 
said first communication network; 
a second connection circuit for connection to 
said second communication network; and 
a transmission circuit for transmitting said sec- 
ond data to said first data communication 45 
device via said second communication net- 
work 

6. The data communication system according to claim 

5, wherein said first data include third data which so 
are necessary for said second connection circuit to 
establish the connection to said second communi- 
cation network, and said second connection circuit 
establishes the connection to said second commu- 
nication network according to said third data. 65 

7. The data communication system according to claim 
5, further comprising: 



a connection switching device for switching the 
connection of said second data communication 
device between said first communication net- 
work and said second communication network, 
wherein said second data communication 
device further comprises a control circuit for 
producing a switching command to cause said 
connection switching device to carry out said 
switching, and said connection switching 
device carries out said switching according to 
said switching command. 

8. A data communication child device which is con- 
nect able to a data communication parent device via 
either one of a first communication network and a 
second communication network whose security is 
higher than that of said first communication net- 
work, said data communication parent device trans- 
mitting first data and receiving second data whose 
secrecy is higher than that of said first data, said 
data communication child device comprising: 

a first connection circuit for connection to said 
first communication network; 
a reception circuit for receiving said first data 
from said data communication parent device 
via said first communication network; 
a second connection circuit for connection to 
said second communication network; and 
a transmission circuit for transmitting said sec- 
ond data to said data communication parent 
device via said second communication net- 
work. 

9. The data communication child device according to 
claim 8, wherein said second connection circuit car- 
ries out the connection to said second communica- 
tion network after said first connection circuit 
carries out disconnection from said first communi- 
cation network. 

10. The data communication child device according to 
claim 9, wherein said first data include third data 
which are necessary for said second connection 
circuit to establish the connection to said second 
communication network, and said second connec- 
tion circuit establishes the connection to said sec- 
ond communication network according to said third 
data. 
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